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Summary  of  Recommendations 


rhe  listing  below  serves  as  a  means  of  summarizing  the  recommendations  contained  in  the  rcpuii, 
the  depnrtment's  response  thereto,  and  a  reference  to  the  supporting  comments. 


Recommendation  #1 


We  recommend  the  department  maintain 
adequate  controls  over  cash  collections 
and  property  during  Property  and  Supply 
Bureau  sales 


Recommendation  #2 


Recommendation  #3 


Agency  Response:   Concur.  See  page  43. 


We  recommend  the  department  comply 
with  state  law  and  policy  to  ensure 
timely  deposits  of  cash  collections.  ... 


Agency  Response:   Concur.  See  page  43. 


We  recommend  the  department  include 
in  its  document  preparation  and  review 
process,  procedures  to  ensure  adequate 
written  support  documentation  exists.    . 


Agency  Response:   Concur.   See  page  44. 


Recommendation  #4 


We  recommend  the  department  establish 
state  accounting  policy  for  consistent 
recording  of  revenues  and  expenditures 
related  to  capital  projects  appropriated 
to  Architecture  and  Engineering  but 
funded  from  other  agencies'  cash 
sources 


10 


Agency  Response:   Concur.   See  page  44. 


Recommendation  #5 


We  recommend  the  department  improve 
review  procedures  and  ensure  each  object 
of  revenue  is  assigned  to  the  appropriate 
statewide  revenue  classification 


Recommendation  #6 


Agency  Response:   Concur.   See  page  44. 


We  recommend  the  department  provide 
additional  central  accounting  and  finan- 
cial management  direction  to  user  state 
agencies  through  training  programs.  .  .  . 


14 


Agency  Response:   Conditionally  concur.   See  page  44. 
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Summary  of  Recommendations 

Recommendation  #7  We  recommend  the  department  comply 

with  department  rules  and  state  policy, 
or  seek  modification  of  these  provisions 15 

Agency  Response:   Concur.  See  page  45. 

Recommendation  #8  We  recommend  the  department  comply 

with  the  bond  indenture  and  make  required 

deposits  in  the  debt  service  account  by 

the  25th  of  each  month 16 

Agency  Response:   Concur.  See  page  45. 

Recommendation  #9  We  recommend  the  department: 

A.  Finalize  a  telecommunication  dis- 
aster recovery  plan 17 

Agency  Response:  Concur.   See  page  46. 

B.  Provide  adequate  physical  security 

over  telecommunications  equipment 17 

Agency  Response:   Concur.   See  page  46. 

Recommendation  #10  We  recommend  the  department  log 

and  monitor  programmer  access  to 
SBAS  data  files 18 

Agency  Response:   Concur.  See  page  46. 

Recommendation  #11  We  recommend  the  department  establish 

controls  to  ensure  information  submitted 
through  on-line  entry  and  edit  to  the 
state's  accounting  system  is  processed 19 

Agency  Response:   Concur.  See  page  46. 

Recommendation  #12  We  recommend  the  department  develop 

a  report  which  documents  the  agency 
and  user  control  standards  input  to  the 
on-line  entry  and  edit  system 21 

Agency  Response:   Concur.  See  page  47. 
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Introduction 


IntnKluction  We  performed  a  financial-compliance  audit  of  the  Department 

of  Administration  (the  department)  for  the  two  fiscal  years 
ended  June  30,  1989.   The  objectives  of  the  audit  were  to; 

1)  Make  recommendations  for  improvement  in  the 
department's  management  and  internal  controls. 

2)  Determine  if  the  department  complied  with  appliciible 
laws  and  regulations. 

3)  Determine  if  the  department's  financial  schedules 
present  fairly  the  results  of  its  operations  for  the  two 
fiscal  years  ended  June  30,  1989. 

4)  Determine  the  implementation  status  of  prior  audit 
recommendations. 

Included  in  the  audit  were  the  agencies  administratively 
attached  to  the  Department  of  Administration,  except  the 
Teachers'  Retirement  Division,  the  Public  Employees'  Retire- 
ment Division,  and  related  retirement  systems'  funds,  whicli  :ire 
covered  in  separately  issued  audit  reports.   We  also  perform  a 
separate  annual  review  of  the  state's  data  processing  center  aiul 
accounting  system,  which  are  operated  by  the  department.    In 
addition  to  these  regular  audits  and  reviews,  the  Office  of  the 
Legislative  Auditor,  since  the  prior  audit  of  the  department, 
completed  the  following  performance  audits  which  directly  or 
indirectly  affect  the  department: 

Microcomputer  Controls  (87P-36); 
Space  Utilization  and  Records  Management  (88P-43); 
Controls  Over  Use  of  State  Telephones  (89P-32); 
Department  Print  Shops  (89P-35); 
Treasury  Bureau  (88P-42A);  and 
Vendor  Selection  and  Purchasing  Computer  System 
(89P-30). 

This  report  contains  12  recommendations  designed  to  improve 
the  department's  internal  controls,  compliance  with  laws  and 
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regulations,  and  financial  reporting.    In  accordance  with  section 
5-13-307(2),  MCA,  we  analyzed  and  disclosed  the  cost,  if  sig- 
nificant and  practicable  to  obtain,  of  implementing  the  recom- 
mendations made  in  this  report.   Other  areas  of  concern  deemed 
not  to  have  a  significant  effect  on  the  successful  operations  of 
the  department  are  not  included  in  this  report,  but  have  been 
communicated  to  department  management.   The  issues  disclosed 
in  the  other  audit  reports  are  not  repeated  in  this  report. 


Department 
Organization  and 
Functions 


The  Department  of  Administration  consists  of  the  Director's 
Office,  nine  divisions,  and  four  administratively  attached 
agencies.   The  four  attached  agencies  were  the  Board  of 
Examiners,  the  State  Tax  Appeal  Board,  the  Workers'  Compen- 
sation Court,  and  the  Teachers'  Retirement  Division.  Effective 
January  1,  1990,  the  Workers'  Compensation  Court  was  adminis- 
tratively attached  to  the  Department  of  Labor  and  Industry, 
while  the  State  Compensation  Mutual  Insurance  Fund  was  trans- 
ferred to  the  Department  of  Administration.    A  description  of 
the  department's  primary  functions  during  the  audit  period 
follows: 


Director's  Office  -  supervises  and  coordinates  the 
activities  of  the  various  divisions  within  the  department 
and  the  administratively  attached  boards  and  agencies  and 
provides  the  department  legal  counsel.   In  addition,  the 
director  is  responsible  for  state  agency  office  space  al- 
location in  the  Helena  area,  property  leases  statewide,  and 
providing  staff  support  to  the  Board  of  Examiners. 

Accounting  -  operates  the  Statewide  Budgeting  and 
Accounting  System;  provides  financial  reporting  policies 
and  related  training  for  all  state  agencies;  and  publishes 
the  state's  comprehensive  annual  financial  report. 

Architecture  &  Engineering  -  oversees  the  planning, 
design,  and  construction  of  state  buildings,  structures,  and 
major  maintenance  projects  under  the  Long  Range 
Building  Program. 
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Centralized  Services  -  provides  accounting,  budget,  and 
personnel  functions  to  all  divisions  of  the  department. 
The  division  also  provides  for  data  processing  coordi- 
nation.   Its  treasury  bureau  is  responsible  for  the  custody 
and  accountability  of  all  money  and  securities  belonging 
to  or  held  in  trust  by  the  state. 

General  Services  -  maintains  state  buildings,  provides 
mail  and  messenger  services  for  state  agencies  in  the 
Helena  area,  and  provides  capitol  complex  security.   The 
division  also  is  responsible  for  office  space  allocation  and 
management  functions. 

Information  Services  -  provides  central  mainframe  com- 
puter processing  services;  shared  statewide  data  communi- 
cations network  services;  local  and  long  distance 
telephone  services;  data  processing  training;  computer 
application  development  and  support;  microcomputer  and 
office  automation  support  services;  records  management 
services;  radio  frequency  coordination  liaison  with  local 
government;  data  processing  planning,  coordination  and 
control  of  equipment  and  software  acquisitions;  disaster 
recovery  assistance  for  critical  data  processing 
applications;  and  control  and  coordination  of  the 
statewide  91 1  program. 

Personnel  -    administers  the  state  classification  and  pay 
plan;  adopts  state  personnel  policies;  provides  state 
employee  training;  administers  the  state's  equal  employ- 
ment opportunity,  affirmative  action,  deferred 
compensation,  group  benefits,  and  incentive  awards 
programs;  and  acts  on  behalf  of  the  state  in  labor  relations 
and  negotiations. 

Procurement  and  Printing  -  provides  centralized 
purchasing  services  for  state  agencies;  manages  the  state's 
surplus  property;  and  provides  centralized  printing, 
graphics,  and  duplicating  for  state  agencies. 

Public  Employees'  Retirement  -  administers  public 
employees'  and  other  state-established  retirement  systems. 
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Tort  Claims  -  manages  the  state  insurance  programs. 

The  department  operated  with  approximately  357  full-time 
equivalent  employees  during  fiscal  year  1987-88,  and 
approximately  361  during  fiscal  year  1988-89. 
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Prior  Audit 
Recommendations 


In  our  prior  audit,  for  the  two  fiscal  years  ended  June  30,  1987, 
we  made  21  individual  recommendations  to  the  department.   Of 
the  20  recommendations  still  applicable  to  the  department's 
operations,  12  have  been  implemented  and  8  have  been  partially 
implemented.   Of  the  recommendations  not  fully  implemented, 
the  department  concurred  with  all  of  the  recommendations. 


The  prior  audit  of  the  department  included  a  recommendation 
which  identified  and  discussed  concerns  regarding  incomplete 
deferred  compensation  reconciliation  procedures.   The  depart- 
ment has  made  substantial  progress  in  developing  administrative 
procedures  to  reconcile  its  records  with  insurance  companies' 
investment  reports,  and  should  continue  to  monitor  and  revise 
policy  and  procedures  as  necessary.   See  page  33  for  a  schedule 
of  additions  and  reductions  to  deferred  compensation  program 
assets  for  the  two  fiscal  years  ended  June  30,  1989. 

Because  department  officials  are  actively  pursuing  resolution  of 
this  prior  audit  recommendation,  we  make  no  further  recom- 
mendation at  this  time. 
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Findings  and  Recommendations 


Cash  Collection  and 
Property  Controls 


Property  and  Supply 


During  our  prior  audit,  we  identified  internal  control  weak- 
nesses over  cash  collections  at  the  department's  Property  and 
Supply  Bureau.   These  weaknesses  included  inadequate  segrega- 
tion of  duties  over  cash,  inconsistent  cash  collection  and  deposit 
procedures,  sales  collections  not  deposited  intact  at  the  Treasury 
Bureau,  and  no  record  or  log  of  amounts  collected  through  the 
mail. 


During  our  current  audit,  we  performed  a  follow-up  review  to 
determine  whether  these  weaknesses  were  corrected.   The 
department  has  implemented  significant  improvements  in 
procedures  since  the  prior  audit  including  updates  to  the 
bureau's  procedures  manual.   We  attended  a  Property  and  Supply 
Bureau  public  "garage  sale"  to  observe  procedures  employed  by 
department  personnel  during  the  sale.   We  noted  the  following 
deviations  from  the  bureau's  procedures  manual: 

1)  More  than  one  person  has  access  to  the  cash  box 
which  does  not  allow  one  person  to  be  responsible  for 
any  overages  or  shortages  at  the  end  of  the  sale. 

2)  When  the  cash  is  transported  to  the  main  office  from 
the  garage  sale,  it  is  not  secured  in  a  locked  cash  bag. 

3)  Once  an  item  is  sold,  identification  tags  are  not  always 
removed  from  the  items;  invoices  are  prepared  only 
from  the  tags  without  viewing  the  item  sold;  and 
personnel  loading  the  property  do  not  always  check 
for  an  invoice  to  ensure  the  customer  has  paid  for  the 
item. 

In  addition,  we  noted  there  is  no  "blind"  count  of  cash  at  the  end 
of  the  day.   The  individual  who  counted  the  cash  remaining  in 
the  cash  box  at  day's  end,  prior  to  replacement  in  the  vault, 
knew  the  amount  in  the  cash  box  at  the  beginning  of  the  day,  at 
check  out  from  the  vault  prior  to  the  sale. 
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Findings  and  Recommendations 


Based  on  our  findings,  the  bureau  should  continue  to  improve 
policy  and  procedures  to  ensure  adequate  controls  are  in  place 
during  its  garage  sales. 


Recommendation  #1 

We  recommend  the  department  maintain  adequate  controls 
over  cash  collections  and  property  during  Property  and 
Supply  Bureau  sales. 


Tiaely  Deposits  The  Personnel  Division  has  three  categories  of  cash  receipts: 

1)  professional  development  center  (receipts  for  classes  taught); 

2)  insurance  (self-pay  insurance  for  current  or  retired 
employees);  and  3)  miscellaneous  (sale  of  operations  manuals, 
charges  for  copies,  rent  for  meeting  rooms,  etc.).    During  our 
prior  audit  the  department  reported  a  loss  of  cash  at  the 
Personnel  Division.   The  identified  control  concerns  included 
inconsistently  following  the  cash  collection  and  deposit 
procedures  established  for  that  division. 

During  our  audit  work  we  found  seven  instances  where 
Personnel  Division  collections  exceeding  $500  were  deposited 
two  to  nine  days  after  receipt.   State  law,  section  17-6-105(6), 
MCA,  and  state  policy  require  that  all  moneys  shall  be  deposited 
each  day  when  total  collections  exceed  $500,  and  at  a  minimum, 
all  moneys  should  be  deposited  at  least  weekly.   When  timely 
deposits  are  not  made,  the  risk  of  theft  or  loss  increases.   In 
addition,  lack  of  timely  deposits  could  result  in  lost  interest 
income  since  the  funds  are  invested  by  the  State  Board  of 
Investments  to  earn  interest  income.    Division  personnel  were 
unaware  of  the  daily  deposit  requirement  for  collections 
exceeding  $500. 
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Recommendation  #2 

We  recommend  the  department  comply  with  state  law  and 
policy  to  ensure  timely  deposits  of  cash  collections. 


Supporting  During  our  testing  at  the  Department  of  Administration  we 

Docamentation  noted  several  instances  where  Statewide  Budgeting  and 

Accounting  System  (SBAS)  documents  lacked  sufficient 
supporting  documentation  to  adequately  explain  the  reason  for 
and/or  calculation  of  transactions  recorded  on  SBAS.   The  value 
of  these  transactions  totaled  over  $1.5  million. 

Documents  recording  adjustments  to  inventories  and  accounts 
receivable  at  the  Property  and  Supply  Bureau  did  not  have  any 
documentation  supporting  the  adjustment  amounts.   These 
transactions  accounted  for  nearly  all  of  the  $1.5  million. 
Department  personnel  could  not  explain  the  adjustments  because 
the  employee  who  recorded  the  adjustments  is  no  longer 
employed  by  the  department.   In  another  instance,  an 
expenditure  accrual  was  reduced  because  there  was  not  enough 
appropriation  authority  to  cover  the  expenditure,  yet  there  was 
no  support  for  the  accrual  reduction. 

Every  SBAS  document  in  the  agency  file  must  be  properly  and 
adequately  supported  in  order  to  determine  the  reasonableness 
and  accuracy  of  the  transaction.   The  fiscal  year-end  1987-88 
management  memo  (2-88-7)  also  required  that  supporting 
documentation  for  an  expenditure  accrual  report  be  attached  to 
the  agency  copy  of  the  document.   Without  sufficient  supporting 
documentation,  the  possibility  exists  that  invalid  or  incorrect 
transactions  are  entered  onto  SBAS. 
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Recommendation  #3 

We  recommend  the  department  include  in  its  document 
preparation  and  review  process,  procedures  to  ensure 
adequate  written  support  documentation  exists. 


Accoontiiis  Issues 


Accouatiag  for  CapiUl 
Projects 


We  found  financial  activity  for  construction  projects  appro- 
priated to  the  Architecture  and  Engineering  Division  (A&E)  and 
funded  from  other  agencies'  cash  sources  is  recorded 
inconsistently.   Although  generally  accepted  accounting 
principles  (GAAP)  do  not  require  all  capital  projects  be 
recorded  in  a  capital  projects  fund,  GAAP  requires  consistent 
treatment  of  similar  transactions  by  ail  components  of  a 
financial  reporting  entity.   The  following  paragraphs  describe 
the  inconsistency  of  reporting  between  the  various  agencies. 


Both  Fish,  Wildlife  and  Parks  (FWP)  and  the  Department  of 
Labor  and  Industry  (DOLI)  share  Special  Revenue  Fund 
accounting  entities  with  A&E  in  which  FWP  and  DOLI  deposit 
collections  and  record  the  related  revenue,  and  from  which  A&E 
pays  bills  and  records  the  related  construction  expenditures. 
During  our  audit  period  the  Department  of  Military  Affairs 
recorded  revenue  in  one  of  its  entities,  then  abated  the  revenue 
when  it  sent  the  money  to  A&E.   A&E  then  used  the  capital 
projects  fund  to  record  the  revenue  and  the  related  construction 
expenditures  as  it  paid  the  bills.   Effective  July  1,  1989, 
Military  Affairs  and  A&E  share  a  Special  Revenue  Fund  to 
account  for  these  construction  projects. 

In  addition  to  the  Special  Revenue  Fund,  A&E  records  financial 
activity  for  the  building  projects  it  monitors  in  the  Agency 
Fund.   The  Agency  Fund  is  primarily  used  to  account  for 
certain  university  projects.  See  page  34  for  a  Schedule  of 
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Changes  in  Fund  Balance  for  the  A&£  Construction  Advances 
Account. 

Because  the  Accounting  Division  is  responsible  for  establishing 
state  accounting  p>olicy,  it  should  establish  consistent  accounting 
procedures  for  the  shift  of  funds  to  A&E  for  capital  projects 
appropriated  to  A&E  but  funded  from  other  agencies'  cash 
sources. 


Recommendation  #4 

We  recommend  the  department  establish  state  accounting 
policy  for  consistent  recording  of  revenues  and 
expenditures  related  to  capital  projects  appropriated  to 
Architecture  and  Engineering  but  funded  from  other 
agencies'  cash  sources. 


ClassificatioB  of  Revenue  Objects  of  revenue,  established  by  individual  agencies,  identify 

the  type  of  receipt  transaction  and  applicable  budgetary  control 
account  transaction.   Statewide  revenue  classifications  represent 
the  revenue  summarization  to  which  revenue  estimates  and 
objects  of  revenue  are  assigned  by  the  Accounting  Division. 

The  statewide  revenue  classification  provides  the  receipt 
information  necessary  to  ascertain  detailed  financial  information 
relative  to  moneys  received  and  subsequently  deposited  into  the 
State  Treasury  System. 

During  our  audit,  we  noted  several  objects  of  revenue  assigned 
to  an  inappropriate  revenue  class  during  fiscal  years  1987-88 
and  1988-89.   The  following  tables  identify  the  misstatements 
by  object  of  revenue,  fund,  fiscal  year,  and  revenue 
classification. 
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Table   1 


Object 

of 

Revenue  Hisclassif ication 

Object  of  Revenue/Fund 

General 

Fee  for  Substitute  Judges 
Misc.  Receipts  -  Gen 
National  Forest  Fees 

Assigned 

Revenue  Class 

Appropriate  Revenue  Class 

1987-88        1988-89 

Chgs  for  Svcs    Chgs  for  Svcs 
Miscellaneous    Miscellaneous 
Federal 

1987-88 

Invest.  Earnings 
Chgs  for  Svcs 

1988-89 

Invest.  Earnings 
Chgs  for  Svcs 
Licenses  &  Permits 

Special  Revenue 
Approp.  Transfers  -  Gen 

Misc.  Receipts  -  Gen 

Chgs  for  Svcs 

Chgs  for  Svcs 
Chgs  for  Svcs 

Other  Financing 
Sources 

Other  Financing 

Sources 

Miscellaneous 

Debt  Service 
Approp.  Trans.  -  Gen 

Misc.  Receipts  -  Gen 

Chgs  for  Svcs 

Chgs  for  Svcs 
Chgs  for  Svcs 

Other  Financing 
Sources 

Other  Financing 

Sources 

Mi  see  I laneous 

Internal  Service 
Property  Ins.  Reim. 

Chgs  for  Svcs 

Chgs  for  Svcs 

Hi  seel laneous 

Miscellaneous 

Source:     Cotnpiled  by 

the  Office  of  th 

e 

Legislative  Auditor. 
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Table    2 


Revenue  CI 

assification  Misstatements 

General  Fund 
Licenses  and  Permits 
Charges  for  Services 
Investment  Earnings 
Miscellaneous 
Federal 

Fiscal  Year 
1987-88 

Fiscal  Year 

1988-89 

over(under)stated 

$156,725 
22,058 
33,459 
(55,517) 

(156,725) 

over(under)stated 

$158,433 
23,000 
(181,433) 

Special  Revenue  Fund 
Charges  for  Services 
Other  Financing  Sources 
Miscellaneous 

$147,898 
(147,898) 

$154,633 
(153,994) 
(639) 

Debt  Service  Fund 
Charges  for  Services 
Other  Financing  Sources 
Miscellaneous 

$  31,961 
(31,961) 

$811,978 
(196,548) 
(615,430) 

Internal  Service  Fund 
Charges  for  Services 
Miscellaneous 

$200,000 
(200,000) 

$  10,930 
(10,930) 

Source:   Compiled  by  the  Office  of  the  Leg 

slative  Auditor. 

Department  personnel  indicated  misclassifications  were  due  to 
human  error;  sometimes  it  is  difficult  to  judge  which  revenue 
class  is  proper.   Accounting  Division  personnel  indicated  they 
review  the  objects  of  revenue  and  class  but  they  do  not  question 
the  agency  unless  it  is  obviously  incorrect. 


Recommendation  #5 

We  recommend  the  department  improve  review  procedures 
and  ensure  each  object  of  revenue  is  assigned  to  the 
appropriate  statewide  revenue  classification. 
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Adequate  Training  The  Professional  Development  Center  (PDC)  of  the  Personnel 

Division  provides  central  coordination  for  general  training 
activities  throughout  state  government.   One  of  the 
responsibilities  of  the  department's  Accounting  Division  is  to 
provide  technical  and  financial  assistance  to  user  state  agencies. 
Through  coordination  with  the  PDC,  the  division  provides 
training  in  accounting  and  the  Statewide  Budgeting  and 
Accounting  System  (SBAS). 

During  our  audit  work  we  reviewed  the  department's  training 
program.   We  found  the  following  from  training  evaluations 
filled  out  by  class  participants  and  discussions  with  personnel  at 
various  agencies: 

1.  Some  training  was  not  appropriate  for  their  position. 

2.  Personnel  desired  more  training  in  internal  controls, 
budgeting,  and  fiscal  control. 

3.  Personnel  desired  more  guidance  on  the  accrual 
process  (i.e.,  what  should  or  should  not  be  accrued). 

Additionally,  eight  Office  of  the  Legislative  Auditor  agency 
audit  reports  from  the  past  two  fiscal  years  include 
recommendations  for  accounting  training.   These  recommen- 
dations were  made  based  on  the  number  and  type  of  errors 
found  at  individual  agencies. 

The  Accounting  Division  issued  a  management  memorandum  in 
December  1988  to  address  errors  in  SBAS.   They  developed 
written  procedures  to  reduce  the  number  of  errors,  and  to 
ensure  errors,  if  they  occur,  are  promptly  corrected.   The 
division  should  work  closely  with  agencies  to  determine  what 
additional  training  needs  still  need  to  be  addressed. 
Based  on  our  audits  and  review  of  training  evaluations,  we 
believe  the  department 

I.      Could  be  more  specific  in  their  course  descriptions  to 
ensure  appropriate  participants  attend  the  classes. 
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2.  Could  provide  more  specific  training  to  smaller 
agencies  that  may  not  have  technical  expertise  in 

accounting. 

3.  Should  consider  the  location  of  the  user  agencies  when 
scheduling  the  timing  of  its  training  courses. 

4.  Should  target  the  unique  needs  of  certain  agencies 
such  as  construction  projects,  accounting  for  federal 
funds,  or  if  there  is  significant  employee  turnover. 

The  department  could  work  with  the  user  agencies  to  determine 
their  specific  needs  and  coordinate  with  other  agencies  who 
have  budgetary  and  fiscal  knowledge,  such  as  the  Office  of 
Budget  and  Program  Planning,  to  help  provide  the  specific 
training. 

Department  personnel  told  us  they  have  limited  resources  for 
training,  and  that  responsibility  should  be  placed  on  agency 
management  to  ensure  training  provided  is  implemented  at  the 
agency. 


Recommendation  #6 

We  recommend  the  department  provide  additional  central 
accounting  and  financial  management  direction  to  user 
state  agencies  through  training  programs. 


Compliance 


Delegated  Purchasing 
Authority 


The  Procurement  and  Printing  Division  delegates  purchasing 
authority  up  to  $2,000  to  each  state  agency.   With  the  division's 
approval  of  purchasing  authority,  a  formal  Purchasing  Authority 
Agreement  is  written.    Administrative  Rules  of  Montana  (ARM) 
section  2.5.202  states  "the  department  will  perform  reviews  of 
using  agency  purchasing  procedures  to  insure  compliance  with 
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the  delegation  agreement."   In  addition,  MOM  section  1-0702 
states  "...the  Purchasing  Division  performs  periodic  compliance 
reviews. ..of  departments  exercising  delegated  authority." 

As  of  June  1988,  the  Purchasing  Bureau  no  longer  performs 
periodic  reviews  of  agencies'  delegated  purchasing  authority  for 
compliance  with  department  rules  and  state  policy.   According 
to  department  personnel,  the  individuals  performing  the  reviews 
are  not  professional  auditors,  and  may  have  used  inappropriate 
procedures.   Therefore,  they  quit  performing  the  reviews. 


Recommendation  #7 

We  recommend  the  department  comply  with  department 
rules  and  state  policy,  or  seek  modification  of  these 
provisions. 


Debt  Service  Transfers  The  bond  indenture  agreements  for  the  Series  1983A,  1983B, 

and  1985A  General  Obligation  bonds  require  the  state  to 
transfer  to  the  appropriate  debt  service  account,  on  or  before 
the  twenty-fifth  of  each  month,  one-sixth  of  the  interest  due  on 
the  next  succeeding  interest  payment  date  and  one-twelfth  of 
the  principal  due  on  the  next  two  succeeding  interest  payment 
dates. 

During  our  audit  we  tested  33  of  these  transfers.   Of  the  33 
tested,  6  of  the  transfers  were  not  made  by  the  date  required  on 
the  bond  indentures.   These  late  transfers  were  primarily 
because  of  problems  at  Western  Montana  College.    Agency 
personnel  indicated  that  Western  Montana  College  requests 
Architecture  and  Engineering  to  pay  certain  bond  payments 
from  interest  earnings  on  unspent  bond  proceeds.   A&E  must 
obtain  an  Administrative  Appropriation  for  the  payments  from 
the  Budget  Office  and  this  sometimes  delays  the  transfers. 
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Recommendation  #8 

We  recommend  the  department  comply  with  the  bond 
indenture  and  make  required  deposits  in  the  debt  service 
account  by  the  25th  of  each  month. 


Electronic  Data 
Processing 


The  Office  of  the  Legislative  Auditor  annually  conducts  a 
central  review  at  the  Information  Services  Division  (ISD)  and 
the  Accounting  Division.   The  review  examines  controls  over  the 
mainframe  computer  operated  by  ISD  and  specific  controls 
related  to  systems  which  operate  on  the  mainframe  computer. 
The  systems  include  the  Statewide  Budgeting  and  Accounting 
System  (SBAS)  and  Property  Accountability  and  Management 
System  (PAMS)  maintained  by  the  Accounting  Division. 


We  identified  weaknesses  with  controls  over  the  systems  tested. 
The  following  sections  discuss  these  weaknesses  and  include 
recommendations  to  the  department. 


Telecommunications 
Recovery  and  Security 
Controls 


During  our  prior  financial-compliance  audit,  we  identified 
weaknesses  in  the  department's  security  and  recovery  controls. 
These  weaknesses  included  inadequate  physical  security  over 
telecommunications  equipment  which  is  located  adjacent  to  a 
cafeteria  in  the  basement  of  the  building,  and  no  written 
disaster  recovery  plan  to  ensure  the  continuity  of 
telecommunication  services  and  operations  after  major 
destruction  of  equipment. 


During  our  current  audit,  we  performed  a  follow-up  review  to 
determine  whether  these  weaknesses  were  corrected.   The 
department  installed  new  doors  and  electronic  entrances  to 
improve  security  over  equipment.   The  telecommunications 
equipment  was  not  moved  nor  has  the  cafeteria  changed 
locations,  leaving  the  possibility  of  smoke,  water,  or  fire  damage 
to  the  equipment.   The  Telecommunications  Bureau  does  not 
have  any  off-site  storage  of  its  data  and  programs.   The  only 
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backup  performed  is  by  ISD  on  its  resident  disk  backup.   This 
backup  is  not  intended  for  specific  application  backup  use; 
rather,  it  is  for  ISD's  own  purposes.   The  department  has  a 
partially  written  disaster  recovery  plan,  but  as  of  October  1989 
it  was  not  finalized.   The  Information  Services  Division  hired  a 
CPA  firm  to  perform  a  security  recovery  analysis  and  evaluate 
the  department's  security  controls.   Department  personnel 
indicated  the  firm's  recommendations  are  being  considered  for 
the  disaster  recovery  plan. 

The  Information  Services  Division's  Telecommunication  Bureau 
manages  the  state's  telephone  system.   If  the  equipment  were 
damaged,  the  state  could  incur  significant  costs  as  a  result  of 
state  personnel  not  able  to  communicate  in  a  timely  manner,  in 
addition  to  the  costs  necessary  to  repair  and/or  replace  the 
damaged  equipment.   A  finalized  disaster  recovery  plan  and 
adequate  security  over  the  equipment  would  reduce  these 
potential  costs.   The  value  of  the  telecommunications  equipment 
located  in  the  basement  is  conservatively  estimated  at  over 
$3.5  million.   The  replacement  cost  for  this  equipment  in  the 
event  of  major  disaster  would  be  considerably  higher  than  the 
value  of  the  equipment. 


Recommendation  #9 

We  recommend  the  department: 

A.  Finalize  a  telecommunication  disaster  recovery  plan. 

B.  Provide  adequate  physical  security  over  telecommuni- 
cations equipment. 


SBAS  Access  Computer  access  controls  help  prevent  unauthorized  use  of  the 

data  files.    Access  controls  are  physical  or  electronic  safeguards 
designed  to  ensure  computer  system  resources  are  properly  used. 
These  controls  consist  of  input  controls  instituted  for  each 
application  as  well  as  access  controls  governed  by  ACF2,  the 
state's  mainframe  computer  security  software. 
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We  reviewed  the  department's  ACF2  access  rules  over  SBAS. 
Current  ACF2  rules  allow  computer  programmers  access  to  write 
to  SBAS  data  files.   These  programmers  maintain  the  SBAS 
programs  for  the  Accounting  Division.   On  occasion. 
Accounting  Division  personnel  request  programmers  to  correct 
problems  in  the  data  files.   However,  programmers  do  not 
normally  require  access  to  data  and  should  not  have  unlimited 
ability  to  change  data.   Routine  access  to  data  by  employees  who 
do  not  need  such  access  to  perform  their  job  increases  the  risk 
that  data  will  be  altered  without  proper  authorization. 

In  addition  to  providing  access  rights,  ACF2  can  be  used  to  log 
access  to  computer  programs  and  data.    Accounting  Division 
personnel  do  not  use  ACF2  to  record  when  the  programmers 
write  to  the  SBAS  data  files.   Without  logging  and  controlling 
programmer  access  to  data,  Accounting  Division  personnel 
cannot  be  assured  the  programmers  make  only  authorized 
changes  to  the  data  files. 

During  our  1988  central  review,  we  recommended  the 
Accounting  Division  request  the  department  security  officer  to 
limit  access  rights  to  programmers  when  it  is  necessary  for  their 
job  duties  and  to  log  such  access  to  the  SBAS  data  files.   The 
department's  security  officer  began  logging  access;  however,  the 
division  and  the  department's  security  officer  did  not  review  the 
report  reflecting  access  to  the  data  files. 

We  agree  there  are  occasions  when  programmers  need  access  to 
certain  data  files;  however,  such  access  should  be  reviewed  and 
approved  by  the  Accounting  Division.  In  addition,  such  access 
should  be  logged  and  monitored  by  the  division. 


Recommendation  #10 

We  recommend  the  department  log  and  monitor 
programmer  access  to  SBAS  data  files. 
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Applicatioa  Coatrols  The  Statewide  Budgeting  and  Accounting  System  (SBAS)  is  the 

primary  accounting  system  for  state  government.   The 
Accounting  Division  implemented  On-line  Entry  &  Edit 
(OE&E)  in  February  1989.    Using  OE&E,  agencies  input  their 
own  SBAS  documents  instead  of  sending  the  documents  to 
Accounting  Division  for  keypunch  entry.     Some  documents  are 
still  sent  through  Accounting  Division  for  keypunch  entry.    With 
the  change  to  OE&E,  SBAS  is  a  combination  of  on-line  entry 
(database)  and  batch  update. 

During  our  annual  central  review,  we  performed  a  review  of  the 
department's  completeness  of  processing  the  OE&E  database. 
Accounting  Division  does  not  verify  that  all  records  approved 
for  processing  by  the  agency  on  the  OE&E  database  are  actually 
used  in  update  processing.   The  department  does  not  verify  that 
after  processing,  all  records  actually  update  the  database. 
Another  necessary  control  is  for  the  agencies  to  compare  their 
SBAS  document  numbering  log  to  transaction  output  to  ensure 
that  what  they  intend  to  enter  onto  SBAS  actually  was  processed. 

Certain  controls  are  particularly  important  to  on-line  processing 
systems.   Batching  is  the  process  of  establishing  control  totals 
over  data  being  submitted  for  processing  and  comparing  the 
control  totals  during  and  after  processing  to  ensure  that 
complete  and  accurate  data  are  transferred  to  each  processing 
phase.   Agency  personnel  determined  control  totals  were 
unnecessary  because  paper  records  no  longer  change  hands.    It  is 
necessary  to  ensure  information  processed  by  SBAS  is  complete, 
or  potentially  incomplete  processing  may  be  undetected. 


Recommendation  #11 

We  recommend  the  department  establish  controls  to  ensure 
information  submitted  through  on-line  entry  and  edit  to 
the  state's  accounting  system  is  processed. 
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OE&E  Control  Standards  During  planning  of  the  SBAS  central  controls  testing,  we 

identified  a  problem  with  the  audit  trail  of  the  agency  and  user 
control  standards  for  OE&E.   Agency  control  standards  govern 
standards  for  the  agency  as  a  whole.   User  control  standards 
govern  the  functions  individual  users  can  perform  on  SBAS 
documents.   For  example,  the  user  control  function  may 
establish  a  user  as  authorized  to  approve  certain  documents. 
The  agency  control  standards,  among  other  things,  establish 
which  documents  require  approval. 

Agencies  request  the  agency  and  user  controls  by  submitting  an 
OE&E  worksheet  to  the  Accounting  Division.   Accounting  Divi- 
sion then  enters  the  controls  into  the  OE&E  database.   Only 
Accounting  Division  personnel  can  inquire,  enter,  and  change 
the  control  standards. 

To  ensure  the  agency  submitted  controls  exist,  verification  that 
the  user  controls  match  the  OE&E  worksheets  submitted  by  the 
agencies  is  necessary.   The  OE&E  system  does  not  have  a  report 
listing  the  user  control  standards  or  a  function  that  allows  a  user 
to  view  the  user  controls.   We  compared  58  agency  request 
forms  to  the  on-line  user  controls.   Out  of  the  58  compared,  10 
users  had  incorrect  access.  One  user  was  authorized  by  the 
agency  to  enter  all  documents  with  no  approval  authority.   This 
user  had  actual  authority  to  approve  transfer  warrant  claims, 
collection  reports,  and  journal  vouchers. 

We  also  found  the  OE&E  control  function  does  not  record  the 
agency  user  control  standards  used  in  the  past.   Once  Account- 
ing Division  changes  a  control  standard,  the  database  reflects  the 
new  standard.   Without  the  history  trail,  the  information  cannot 
be  traced  to  the  source  agency  request  and  changes  are  not 
documented  for  user  and  agency  control  standards  used  in  the 
past. 
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Recommendation  #12 

We  recommend  the  department  develop  a  report  which 
documents  the  agency  and  user  control  standards  input  to 
the  on-line  entry  and  edit  system. 
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Disclosure  Issue 


Unallowable  Interest 
Charges 


A  prior  audit  report  for  the  department,  covering  fiscal  years 
1983-84  and  1984-85  disclosed  an  issue  regarding  interest 
charges  and  excessive  billings  from  the  department's  internal 
service  funds  to  various  federal  programs. 


As  documented  in  the  Statewide  Cost  Allocation  Plan  (SWCAP), 
the  department's  billing  rates  for  communications,  data 
processing,  and  publications  and  graphics  cover  all  costs, 
including  interest,  of  providing  these  services  to  other  state 
agencies.   According  to  Office  of  Management  and  Budget, 
Circular  A-87,  interest  is  not  an  allowable  cost  for 
reimbursement  from  federal  grants.   Because  interest  charges  are 
built  into  the  communications,  data  processing,  and  publications 
and  graphics  rates,  state  agencies  paying  these  direct  charges 
with  federal  funds  pay  for  unallowable  interest  costs. 

State  law  requires  internal  service  operations,  such  as  communi- 
cations, data  processing,  and  publications  and  graphics,  to 
charge  rates  that  recover  all  costs.   The  department  would  have 
to  establish  dual  rates  for  its  internal  service  funds  or  bill  state 
agencies  the  total  amount  to  recover  costs  at  one  rate  but 
document  the  portion  of  the  bill  not  allowable  to  federal 
programs  to  ensure  compliance  with  both  state  and  federal  law. 

It  is  not  feasible  to  determine  the  actual  liability  of  the  state 
regarding  unallowable  interest  charges  paid  by  federal  programs 
through  these  operations'  billings  due  to  the  large  number  of 
rates,  agencies,  and  federal  programs  involved.   The  state's 
liability  is  the  portion  of  the  interest  charged  to  federal  funds. 

Table  3  shows  the  profit  (loss)  for  the  three  operations  where 
the  interest  is  included  in  the  total  expenses,  the  adjusted  profit 
(loss)  which  excludes  the  unallowable  interest,  and  the  net  profit 
(loss)  over  the  four-year  period. 
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Disclosure  Issue 


Table   3 


Internal  Service  Fmd  Ana 

ysis 

Fiscal  Years  1985-86  through 

1988 

-89 

Data 

Pii>li cat  ions 

CornRunications 

Processing 

&  Gra[3hics 

Four-Year  Suimarv 

Charges  for  Services                   $29,988,182 

»28,728,028 

»16,697,075 

Total  Expenses                          30.594.194 

28.706.425 

16.159.516 

Profit  (Loss)                            (606,012) 

21,603 

537,559 

Add:  Interest  Expense                     J, 958. 647 

280.308 

121.807 

Adjusted  Profit  (Loss)                    3,352,635 

301,911 

659,366 

Costs  Not  Billed  (Est.  Per  SUCAP)             (108.707) 

(267.470) 

(63.669) 

Net  Profit  (Loss)                       t   3.243.928 

$    34.441 

»   595.697 

Source:   Compiled  by  the  Office  of  the  Legislative  Auditor 

from 

the  Comprehensive 

Annual  Financial  Report  and  department  estimates. 

Department  personnel  indicated  they  will  continue  to  work  with 
the  federal  government  to  achieve  compliance  with  both  state 
and  federal  law. 

The  federal  government  is  aware  of  this  issue  and  is  currently 
preparing  a  position  statement.  We  make  no  recommendation 
regarding  the  issue,  pending  federal  action. 
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Independent  Auditor's  Report 
&  Agency  Financial  Schedules 
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Summary  of  Independent  Auditor's  Report 


Summary  of  Indepen-  The  auditor's  opinion  issued  on  the  financial  schedules 

dent  Auditor's  Report  contained  in  this  report  is  intended  to  convey  to  the  reader  the 

degree  of  reliance  which  can  be  placed  on  the  amounts 
presented.   The  reader  may  rely  on  the  fairness  of  the  amounts 
on  the  schedules  presented  on  pages  28  through  40  when 
analyzing  the  financial  activity  of  the  Department  of 
Administration. 
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STATE  OF  MONTANA 


LEGISLATIVE  AUDITOR: 
SCOTT  A.  SEACAT 

LEGAL  COUNSEL: 

JOHNW.  NORTHEY 


^iiitt  ixt  tli^  ^t^hintiift  ^ubiixxt 


STATE  CAPITOL 

HELENA,  MONTANA  S9620 

406/444-3122 


INDEPENDENT  AUDITOR'S  REPORT 


DEPUTY  LEGISLATIVE  AUDITORS: 

MARYBRYSON 
Operations  and  EDP  Audit 

JAMES  GILLETT 
FInanclal'Compllance  Audit 

JIM  PELLEGRINI 
Performance  Audit 


The  Legislative  Audit  Committee 
of  the  Montana  State  Legislature: 

We  have  audited  the  financial  schedules  of  the  Department  of  Adminis- 
tration for  each  of  the  two  fiscal  years  ended  June  30,  1988  and  1989,  as  shown  on 
pages  28  through  40.   The  information  contained  in  these  schedules  is  the  respon- 
sibility of  the  department's  management.   Our  responsibility  is  to  express  an 
opinion  on  those  financial  schedules  based  on  our  audit. 

We  conducted  our  audit  in  accordance  with  generally  accepted  auditing 
standards.   Those  standards  require  that  we  plan  and  perform  the  audit  to  obtain 
reasonable  assurance  about  whether  the  financial  schedules  are  free  of  material 
misstatement.    An  audit  includes  examining,  on  a  test  basis,  evidence  supporting 
the  amounts  and  disclosures  in  the  financial  schedules.    An  audit  also  includes 
assessing  the  accounting  principles  used  and  significant  estimates  made  by 
management,  as  well  as  evaluating  the  overall  financial  schedule  presentation.    We 
believe  that  our  audit  provides  a  reasonable  basis  for  our  opinion. 

As  described  in  Note  1  to  the  financial  schedules,  the  department's 
financial  schedules  are  prepared  in  accordance  with  state  accounting  policy  and 
are  not  intended  to  be  a  presentation  in  conformity  with  generally  accepted 
accounting  principles. 

In  our  opinion,  the  financial  schedules  referred  to  in  paragraph  one  present 
fairly,  in  all  material  respects,  the  results  of  operations  and  changes  in  fund 
balances  of  the  Department  of  Administration  for  each  of  the  two  fiscal  years 
ended  June  30,  1988  and  1989,  in  conformity  with  the  basis  of  accounting 
described  in  Note  I. 

Respectfully  submitted. 


James  Gillett,  CPA 
Deputy  Legislative  Auditor 


November  9,  1989 
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REDUC 
Fisca 
Budgi 
Nonbn 
Suppi 
Cash 
Priol 
Prio| 
Priol 
D  i  rei 
Nonb( 

Fiscaj 
Budgi 
Nonbi 
Supp< 
Prioi 
Prioi 
Prioi 
Nonbn 
Adji 
Nonbt 
Adji 
Total 

FUND 


This  ! 
f  inane 


DEPARTMENT  OF  ADMIMISTRATION 

SCHEDULE  OF  CHANGES  IN  FU>JO  BALANCES 

FOR  THE  TUO  FISCAL  YEARS  ENDED  JUNE  30.  1989 


FUND  BALANCE:  July  1,  1987 

ADDITIONS 

Fiscal  Year  1987-88 
Budgeted  Revenue  &  Transfers  In 
Nonbudgeted  Revenue  &  Transfers  In 
Prior  Year  Revenue 
Prior  Year  Revenue  Adj'ustments 
Direct  Entries  to  Fund  Balance 
Cash  Transfers  In 
Prior  Year  Transfers  In  Adjustments 

Fiscal  Year  1963-89 
Budgeted  Revenue  &  Transfers  In 
Nonbudgeted  Revenue  &  Transfers  In 
Prior  Year  Revenue  Adj'ustments 
Direct  Entries  To  Fund  Balance 
Cash  Transfers  In 

Prior  Year  Transfers  In  Adjustments 
Total  Additions 


Special 

Revenue 
General  Fund      Fund 


Debt 

Capital 

Internal 

Service 

Projects 

Enterprise 

Service 

Fund 

Fund 

Fund 

Fund 

-0-    t15.4;3,323  S  10.063.463  $17.626.075   $17.464.925   $13.153.114 


55,520,827 

3,883,905 

56,980 

5,557,699 

19, 

,918,743 

32,507,459 

199,410 

34 

16,112,179 

21 
6,155 

82 

657 

(15,893) 

(148,039) 

200,000 

3,282,718 

38,115,891 

2,266,032 

29,823 
19,187 

65,758,551 

4,870,856 

46,714 

4,179,937 

21 

,985,360 

34,493,711 

105,396 

16,545,396 

69,314 

3,375 

(164,758) 

112,109 

(296) 

(6,237) 

(8,932) 

3,203,798 

319,793 

2,344,013 

41,832,388 

2,203,373 

30,152 

654.429 

85.011 

125.478.310 

14.493.635 

112.709.548 

14.282.235 

il 

,881,973 

67.331.622 

REDUCTIONS 

Fiscal  Year  1987-88 
Budgeted  Expenditures  &  Transfers  Out 
Nonbudgeted  Expenditures  &  Transfers  Out 
Support  to  State  of  Montana 
Cash  Transfers  Out 
Prior  Year  Expenditures 
Prior  Year  Expenditure  Adjustments 
Prior  Year  Transfers  Out  Adjustments 
Direct  Entries  to  Fund  Balance 
Nonbudgeted  Prior  Year  Expenditure  Adjustment 

Fiscal  Year  1988-89 


Budgeted  Expenditures  &  Transfers  Out 

Nonbudgeted  Expenditures  &  Transfers  Out 

Support  to  State  Of  Montana 

Prior  Year  Expenditures 

Prior  Year  Expenditure  Adjustments 

Prior  Year  Transfers  Cut  Adjustments 

Nonbudgeted  Prior  Year  Transfer  Out 

Adjustments 
Nonbudgeted  Prior  Year  Expenditure 

Adjustment 
Total  Reductions 

FUND  BALANCE:  June  30,  1989 


17,102,520 
38,829,528 


(11,154) 


14,708,314 

54,850,069 

68 

(1,035) 


5,193,497 
(151,064) 

795,922 
(51,347) 

8,188 

20,084 

12,610,719 


6,884,501 
(561,757)   58,177,210 


66,377 
29,294 


654,429 


15,632,985 


1,256 
10,944 


21,660,230 
784,300 


(5,061) 


23,215,671 
238,945 


(579) 


125.478.310         24.844.425       112.050.752       24.711.685         45.974.335 


32,686,838 
(395,014) 


238,765 
(47,532) 


34,104,221 
943,136 


103,695 
170,000 


(153.272) 
67.630.596 


$  5.072.433  $  10.722.259  t  7.196.625   $13.372.563   $12.854,140 


See  footnote  12. 


This  schedule  is  prepared  from  the  Statewide  Budgeting  and  Accounting  System.  Additional  information  is  provided  in  the  notes  to  the 
financial  schedules  on  pages  35  through  40. 


GENERAL  FUND 

Estimated  R 

Actual  Reve 

Col  lections 

(Under)  E 

SPECIAL  REVE 

Estimated  R 

Actual  Reve 

Collections 

(Under)  E 

DEBT  SERVICE 

Estimated  R 

Actual  Reve 

Col  lections 

(Under)  E 

CAPITAL  PROJ 

Estimated  R 

Actual  Reve 

Col  lections 

(Under)  E 

ENTERPRISE  F 

Estimated  R 

Actual  Reve 

Col  lections 

(Under)  E 

INTERNAL  SER 
Estimated  R 
Actual  Reve 
Col  lections 
(Under)  E 


This  schedul 
pages  35  th( 


DEPARTMENT  OF  ADMINISTRATION 

SCHEDULE  OF  BUDGETED  REVENUE  i   TRANSFERS  IN  -  ESTIMATE  i   ACTUAL 

FOR  THE  FISCAL  YEAR  ENDED  JUNE  30.  1989 


GENERAL  FUND 
Estimated  Revenue 
Actual  Revenue 
Collections  Over 
(Under)  Estimate 

SPECIAL  REVENUE  FUND 
Estimated  Revenue 
Actual  Revenue 
Collections  Over 
(Under)  Estimate 

DEBT  SERVICE  FUNDS 
Estimated  Revenue 
Actual  Revenue 
Col  lections  Over 
(Under)  Estimate 

CAPITAL  PROJECTS  FUNDS 
Estimated  Revenue 
Actual  Revenue 
Col  lections  Over 
(Under)  Estimate 

ENTERPRISE  FUNDS 
Estimated  Revenue 
Actual  Revenue 
Col  lections  Over 
(Under)  Estimate 


Licenses 

and 
Permits 

Charges 

For 

Services 

Investment 
Earnings 

Fines  & 
Forfeits 

J  80,000 
179.502 

t 

111,001 
48.382 

$12 
2i 

,030,200 
,347.284 

»  500,000 
570.900 

$  99,502 

t 

(62,619) 

i  9 

.317.084 

»   70.900 

200,110 
154.634 

260,563 
387.352 

»1, 673, 000 
1.898.066 

$ 

(45.476) 

30,000 
19,476 

126.789 

S  225.066 

17,000 
27.238 

$_ 
i 

(10,524) 

10,238 

40,000 
76.689 

572,004 
585. 16A 

$ 

36,689 

13.160 

Sale  of 

Docunents,  Rentals, 

Merchandise  Leases  & 

&   Property  Royalties 


S  7,000 
4.793 


$16,520,150   $  1,500,000 
20.415.161     1.570.199 


Grants, 

Contracts,  Other 

Donations  &  Financing 

Miscellaneous  Abandonments  Sources 


$39,167,001 
43.607.690 


%     736,000 
1.089.722 


10,000 
10.000 


722,105 
743.876 


$  1,500,000 
422.999 


$  51,895,202 
65.758.551 

$  13.863,349 


$  3,591,782 
4.870.856 


47,000 
46.714 


(286) 


700,000   $  12,393,602    $  15,215,606 
1.579.010      1.506.075      4.179.937 


■0-     $(1.077,001)  $   879.010   $(10,887,527)   $(11,035,669) 


$  18,020,150 
21.985.360 


$  3,965,210 


INTERNAL  SERVICE  FUNDS 
Estimated  Revenue 
Actual  Revenue 
Collections  Over 
(Under)  Estimate 


$27,681,505 
27.913.442 


850,000 
641.920 


231.937       $     (208,080) 


$2,672,257 
3.314.902 


20,100 
612.139 


$   896,074 
2.011,308 

$  1,115,234 


$  32,119,936 
34.493,711 


This  schedule  is  prepared  from  the  Statewide  Budgeting  and  Accounting  System.  Additional  information  is  provided  in  the  notes  to  the  financial  schedules  on 
pages  35  through  40. 


GENERAL  FUND 
Estimated  Revenui 
Actual  Revenue 
Collections  Over 
(Under)  Estitna 

SPECIAL  REVENUE  Fl 

Estimated  Revenui 

Actual  Revenue 

Collections  Over 

(Under)  Estima 

DEBT  SERVICE  FUND 

Estimated  Revenui 

Actual  Revenue 

Collections  Overl 

(Under)  Estima 

CAPITAL  PROJECTS 
Estimated  Revenu 
Actual  Revenue 
Collections  Over 
(Under)  Estima 

ENTERPRISE  FUND 
Estimated  Revenu 
Actual  Revenue 
Collections  Over 
(Under)  Estima 

INTERNAL  SERVICE 
Estimated  Revenu 
Actual  Revenue 
Collections  Over 
(Under)  Estima 


This  schedule  is  | 


DEPARTMENT  OF  ADMINISTRATION 


GENERAL  FUND 
Estimated  Revenue 
Actual  Revenue 
Collections  Over 
(Under)  Estimate 

SPECIAL  REVENUE  FUND 
Estimated  Revenue 
Actual  Revenue 
Collections  Over 
(Under)  Estimate 

DEBT  SERVICE  FUND 
Estimated  Revenue 
Actual  Revenue 
Collections  Over 
(Under)  Estimate 

CAPITAL  PROJECTS  FUND 
Estimated  Revenue 
Actual  Revenue 
Collections  Over 
(Under)  Estimate 

ENTERPRISE  FUND 
Estimated  Revenue 
Actual  Revenue 
Collections  Over 
(Under)  Estimate 

INTERNAL  SERVICE  FUND 
Estimated  Revenue 
Actual  Revenue 
Collections  Over 
(Under)  Estimate 


Taxes 

Charges 

For 
Services 

SCHEDULE  OF  BUDGETED  REVENUE  i  TRANSFERS 

IN  -  ESTIMATE  &  ACTUAL 

FOR 

THE  FISCAL 

YEAR  ENDED  JUNE  30.  1988 

Licenses 

and 
Permits 

Investment 
Earnings 

Fines  & 
Forfeits 

Sale  of 
Documents, 
Merchandise 
&   Prooertv 

Rentals, 
Leases  i 
Royalties 

Miscellaneous 

t  70,000 
24.731 

S  100 

86,500 
233.710 

$14,624,200 
15.755.074 

$  500,001 
558.292 

$5,500 
5,688 

$(45,269) 

t(100) 

147,210 

$  1.130,874 

$   58.291 

$  188 

205,262 
147,898 

$   164,856 
262.878 

$    98.022 

$1,673,000 
1.851.315 

$  178.315 

t  500,000 
249.150 

(57,364) 

$(250,850) 

20,000 
31.961 

t         10,000 
25.019 

11.961 

$    15.019 

Grants, 
Contracts, 
Donations  & 


60,001         $  1,425,350 
30.071  796.050 


i       (29.930)  $     (629.300) 

$16,520,100  $  1,900,000 
18.377.856      1.540.887 

$  1.857.756  $  (359.113) 


$28,004,013 
27.327.188 

$  (676,825) 


850,000 
1.122.126 


$2,677,192 
2.948.740 


Other 
Financing 
Sources 


$38,586,001 
38.943.332 


722,476  $    630, 
739.569      633 


$  53,872,302 
55.520.827 


004    t  3,895,598 
095      3.883.905 


$  10,000     $  3,381,000   $  1,350,000  $  13,843, 
10.000       2.048.156     1.222.858     1.450, 


(11.693) 


30,000 
56.980 


$  20,070,221 
5.557.699 


$(1.332.844)  $  (127.142)  $(12.393.306)   $(14,512,522) 


$   908,718 

1.109.405 


$  18,420,100 
19.918.743 


$  1.498.643 


$  32,459,923 
32.507.459 


This  schedule  is  prepared  from  the  Statewide  Budgeting  and  Accounting  System.  Additional  information  is  provided  in  the  notes  to  the  financial  schedules  on  pages  35  through  40. 
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^ 


01 

rector's 
Office 

Governor 
Elect 

Accou 

nd   Ta« 
ption 

Long  Range 
But Iding 

PERSONAL    SEi!VICES 

Salaries 

t 

183,919 

t     3,061 

t         24 

Hourly  Wages 

Other  Ctxpersat ion 

Employee  3epeftts 

34.494 

255 

5 
29 

Total 

- 

218.413 

3.316 

OPERATING  EXPENSES 

Contracted  Servicei 

11,663 

233 

46, 

Supplies  i  Materia 

s 

2,120 

145 

CodTTi^tcatioos 

1,843 

1 

Travel 

2,220 

1,250 

Rent 
Utilities 

7,443 

Repair  i  Maintenanc 

e 

1,322 

Other  Expenses 

1,339 

Goods  Purchased  For 

Resale 

49 

Total 

- 

29.965 

1,628 

EQUIPMENT   AND    INTANGIBLE  ASSETS 

Equipment 
Intangible  Assets 
Total 

- 

17,613 

616 

18.229 

1 
1 

% 

34,961 

34.961 

CAPITAL   OUTUr 

Land  &   Interest   in 
Bui  Ldinqs 
Other  Improvements 
Total 

Land 

204,179 

5,159,463 

832.955 

6.196.602 


LOCAL  ASSISTANCE 
From  State  Sources 
From  Other  Income  Sources 
Total 

GRANTS 

From  State  Sources 
Total 

BENEFITS   i  CUINS 
From  State  Sources 
Insurance  Payments 
Total 

TRANSFERS 
Accocnting  Entity  Transfers 
Total 

0E8T  SERVICE 
Bonds 

Installment  Purchases 
Leasa  Participation  Notes 
Total 

TOTAL  PROGRAM  EXPENDITURES 


2.615 
2.615 


609.806 


6,572 

2,859,158 

17.511 

2.883.241 


469,636 
123.716 


593.352 


149.276 


149.276 


Total 

«       7,602,639 
3,525 

49,194 
1.647.416 
9.302.774 


4,643,307 
560,492 

6.344,363 
183,985 

1,473,415 

1.114,271 
888,632 
180,057 

6.472.168 
21.871.190 


1,742,611 

340.362 

2.032  973 


210,751 
8,570,914 

974.182 
9.755.847 


566,566 

854.517 
1.421.083 


22.000 


22.000 


22,383,743 

2.608.783 
24.992.526 


16.411.995 
16.411.995 


37,567 

1,384,683 

771.917 

2.194.167 


266,607    »     4,944     t 


GENERAL   FUND 

Budgeted 

t 

264,153     t     5,000 

Actual 

228.574          4.944 

Unspent  Budget  Authority 

«_ 

37.579    t          56 

SPECIAL  REVENUE  FUND 

Budgeted 

Actual 

Unspent  Budget  Authority 

' i.37;     t     6.363.369      *    3.113.136    *  638.082  t     33,054.555 


CAPITAL  PROJECTS  FUNDS 
Budgeted 
Actual 
Unspent  Budget  Authority 

ENTERPRISE   FUNDS 
Budgeted 
Actual 
Unspent  Budget  Authority 

INTERNAL  SERVICE  FUNOS 
Budgeted 
Actual 
Unspent  Budget  Authority 


],00O     t 
7.609 
i>  391     »" 


10,708,043 
3.285.166 
7.422  382 


170,000 
2 


6,989,634 

3.113.134 

3.376.500 


»    4,192,497 

638. 08  j 
*     3.554  615 


14,743,477 
14.703.314 
2.035.163 


t     20,181,258 

6.884.501 
t     13.296.757 


24,241,332 

9.141.348 


25,457,232 

23.215.671 
2.241.561 


38,689 
33.033 


39,445,314 

34.104.221 
5.341.095 


This  schedule  Is  prepared  fro«  the  Statevide  Budgeting  anl  / 


PERSONAL   SERVICES 
Salaries 

Hourly  Wages 
Other  CwTSensatioi 
Etiployee  Serefits 
Total 

OPERATING  EXPENSES 
Contracted  Servici 


Repair  t  Maintenance 

Other  Expenses 

Goods  Purchased  For  Resale       _ 

Total  _ 

EQUIPMENT  AND    INTANGIBLE  ASSETS 


CAPITAL   OUTUr 

Land  ft   Interest   in  Land 

Suildings 

Other  Itiprovements 

Total 

LOCAL  ASSISTANCE 
Froni  State  Sources 
From  Other  Inccme  Sources 
Total 

GRANTS 

From  State  Sources 
Total 

BENEFITS  i   CLAIMS 
From  State  Sources 
Insurance  Payments 


TRANSFERS 
Acco«x>ting  Entity  Transfe 
Total 

DEBT  SERVICE 
Bonds 

Installment  Purchases 
Lease  Participation  Notes 
Total 


OEPARrMENr  OF  AOMlNlSTBAriGN 
SCHEDULE  OF  9U0GETED  P90CRAM  EXPEVDITURES  AND  THANSFEHS  OUT  9T  OBJECT  AwQ  FUHD  •  SUOGET  AHO  , 
F0«  TKE  FISCAL  TEAB  EXDEQ  JUNE  30.  1989 


183,919 
34. ^94 


11,668 
2,120 

3,848 
2.220 
r448 


Accounting 
;         245,495 


Architecture 

I  Engineering     Publicati< 
Program  4  Graphii 


UA,a^a 

29,949 

2,194 

7,334 

11,722 

14,865 

250 

14,859 

7,544 

23,951 

2,736 

4.445 

5,150 

2,236 

510,593 
121.657 


43,986 
12,666 
21,336 
2,941 
76,292 


310,211 
4,446 

3.601.977 

97.691  4.075.905 


277,155 
316,763 
5,196,05 
85,274 
817,441 
998 
422,565 
56,107 
145.134 


Servicg« 
797,346 


769,322 
91,332 

6,30a 
5,477 
364,317 
1,100,156 
84,231 
18,425 

2.440.268 


Hail  t 

stribucio 
Bureau 


Centpalired 


235,250     »         241.554     t         142,471     »       294,641 


31,114 
12,343 
21,230 


56,280 
12,570 
21,277 


33,339 

6,043 

25,250 

4,660 

1.695 

4,173 

22,985 

957.987 

9,333 

663 

3.620 

144 

13,350 

12,662 

11,350 

5,572 

8.070 

2,479 

3,392 

144 

2,050 

37,567 

1,130,156 

771.917 


704.583 

2,183,684 

19.135 

68,370 

38.724 

19,517 

21,058 

16,724 

39,834 

16,293 

547 

3,046 

14,115 

42,212 

39,766 

72.727 

194.700 
34.617 


19.233 
5,917 
8,692 
9,743 

19,072 

423 


22.383.743 
33.834 


lOIAL  PROMAM  EXPENDITURES  »      264.607  »    4.944  »        307.450  »  1,103.311       «    4.962.687      «     15.670.635    «    3.513.642  «    3.139.127    »        393 . 346  »     1.220,363    t      439,320  $    24 , 291 , 394      t    7,131,469     «         29i.327 

GENERAL   FUND 

Budgeted  t      266,153  t    5,000  «        817,931  t        420,994  t        404,404  $      415,480  «          940,414 

Actual  223.574  4.944  307.450  406.725  393 . 344  408.452                 905.778 

Unspent  Budget  Authority  «        37.579  »          56  «          10.531  t          14,271  t          11.060  t          7,028  »            34,336 


SPECIAL  REVENUE   FUND 
Budgeted 
Actual 
Unspent  Budget  Authority 

CAPITAL  PROJECTS  FUNOS 
Budgeted 
Actual 
Unspent  Budget  Authority 

ENTERPRISE  FUNOS 
Budgeted 
Actual 
Unspent  Budget  Authority 

IKTERHAl  SERVICE  FUKOS 
Budgeted 
Actual 
Unspent  Budget  Authority 

ThU 


1,095,302 

1.072.262 


38,489 

38"  033 


»    5,450,557 

4.962.687 

«         487.870 


14,820,004    t    3,051,368    t    3,191,843 

14.593.373  3.049.062  3.139.127 

221,631     «  2.806    t  2,714 


sch«tile  Is  prepared  (ro.  th.  state.ide  Budgeting  and  Accouitin,  Syste..     Additional   ln»o™tion  i.  proyided  in  the  notes  to  the 


1,360,154 

1.220.343 

139,791 

>        30,909 

30.348 

t                 41 

through  40. 

> 
1 

25,237,232 
?3,?15,471 
2.071.541 

< 

170.658 

169.945 

>  11.330. 454 
4.845.763 

t 

715 

t     4.484.871 

:lal   schedules  on 

1  pages  35 

2.20^ 


49.194 
31   030 

t 

«. 

t 
t\ 

t 
t 

561.757 

S 

34,961 

»           30,419     t 

^, 

,730 

t 

7.602,639 

3.525 

49.194 

1.647.414 

244.053 

44.523 
11.038 

9,476 
18,896 

7,081 

3.137 
3.234 

«_ 

t 

t 
t 

s 
t 

4,648,507 
560,492 

4,344,343 
188,985 

1,475,415 

1,114.271 
888,432 
180,057 

4.472.148 
21.371.190 

102,435 

12.875 

1.799 

1,742,411 
340.342 

14.672 

t 
t 

t 

34,961, 

204,179 
5,159.463 

832.955 
6.196.602 

22.000 
22.000 

609.804 

30,619          . 

44 

.no 

2.082.973 

6,572 

2,859,158 

17.511 

2.883.241 

149.274 
„       '",274 

«    3.115,134    t 

449,436 
123,716 
593.352 

638.082 

210,751 

3,570,914 

974.182 

9.755.347 

4.309 

544,564 

854.517 

4.B09 

561,757 

13.172.615 
13,172,615 

13,734,372 

1.421.083 
22.000 

22.000 

22,385,745 
2.608.785 
24,992,524 

14.411.995 

609.806 

14.411.995 

4,843.369 

37.547 

1.384.485 

771.917 

2.194.147 

t        365,974 

88,054.555 

(        457.500 
365.974 

15,015.347 

11.187.071 
1.829.276 

15,794,027 

3.573.205 
12.217.824 

10,708,048 
5,285,144 
7,422,38^ 

170,000 

0 

170,000 

S    4,989,654    t 
3.115.134 

4,192,497 

658.082 

14,745,477 

14.708.514 

t           91.526 

2.035.163 

1,929.404 

1.049.492 
879.712 

20,181,258 
4.884.501 
13.294.757 

1,750,000 

1,497,609 

252.391 

24,241.582 

9.141.848 

f     3.876.500     t 

3,554 

,615 

15.119.734 

25.457.232 
23.215,471 
2.241.541 

39.445.314 
34,104,2?1 

5.341.09i 

SCHEDUt) 


Director's 

Accotntinj 

Office 

Program 

PERSONAL   SERVICES 

Salaries 

»231,2S6 

t258,799 

Hourly  Wages 

50 

ErTplay««  Benefits 

45.356 

55.436 

Total 

276. 6«2 

314,235 

OPERATING   EXPENSES 

Contracted  Services 

B,519 

454,043 

$i4:plies  I  Materials 

2.T17 

3,B27 

Conrijli  cat  ions 

4,4(6 

12,488 

Travel 

1,499 

208 

Rent 

7,922 

7,956 

Utilities 

Repair  I  Maintenance 

1,862 

2,377 

Other   Expenses 

2,375 

5,328 

Coeds  Purchased  For  Resale 

574 

Total 

29.360 

486.801 

\     Systnii         Institution;; 


4,643,947 
469,745 

5,417,824 
162,986 

1,312,579 
957,140 
891,840 
149,219 

5. 566. 711 
19.571.991 


EOUIPMENT  ANO  INTANGIBLE  ASSETS 
Equipment 
Intangible  Assets 
Total 

CAPITAL  OUTLAY 

Land  t  Interest  in  Land 

Buildings 

Other   Ifiprovements 

Total 


7,158 
7.158 


i    479,680      i     201,325 


74 


850 
4,156,375         2,894,062 


70 


2,022,087 
190.857 


327,426 
15,370,140 
30.201 


4.156.449         2.894.982  15.727.767 


LOCAL  ASSISTANCE 
From  State  Sources 
From  Other  Income  Sources 
Total 

BENEFITS  t  CUiHS 
From  State  Sources 
Insurance  Payinents 
Total 

OTHER  FINANCING  USES/DEDUC- 
TIONS 
Loss  on  Debt  Extinguishment 
Total 

TRANSFERS 

Accounting  Entity  Transfers 
Total 

DEBT    SERVICE 
Bonds 
Leases 

Installment  Purchases 
Lease  Participation  Notes 
Total 


151,064 
216.881 


20,343,665 
2.329.460 

22.673.125 


280 

111 

280 

111 

14 

964 

806 

14 

964 

806 

2,504,439 
557,826 
1,914,615 
2.055.710 
7.032.590 


TOTAL  PROCRAK  EXPENDITURES  *306.634  MOB.  194         t  ^  7u,063       S3. 096. 307       t92,276,07D 


GENERAL   FUND 
Budgeted 
Actual 
Unspent  Budget  Authority 

SPECIAL   REVENUE    FUND 
Budgeted 
Actual 
Unspent  Budget  Authority 

CAPITAL    PROJECTS   FUND 
Budgeted 
Actual 
Unspent  Budget  Authority 

ENTERPRISE    FUND 
Budgeted 
Actual 
Unspent  Budget  Authority 


»255,747 
255.660 


$819,890 
808.194 
t   11.696 


t    200,000 


$19,349,842 
17.102.520 
$  2.247.322 


$14,693,223 

.193.497 


«     200.000        t  9.499.726 


•f  $9,405,147      $5,282,964       131,863,739 
,     4.714.063         3.096.307  15.632.985 

*,  $4.691.084        $2.186.657        t16  230^754 


$25,268,289 

21.660.230 
$  3.608.059 


INTERNAL    SERVICE  FUND                                                                                  | 

Budgeted  S  50,976                                   | 

Actual  50.974                                    ! 

Unspent  Budget  Authority  $ 2 

This  scheckjle  it  prepared  from  the  Statewide  Budgeting  an 


$37,946,815 
32.666.838 
$  5,259.977 


PEDSONAL  SERVICES 
Sil«rfe«  •• 

Hourly  Wages 
Other  Carpens»ttoo 
Employee  Benefltt 
Total  i 

OPERATlaC  EXPENSES 
Contracted  Service* 
Si4:plles  t  Katerlali 
Conm^il cat  ions 
Travel 
Rent 

Utilities 

Repair  I  Maintenance 
Other  Expenses 
Goods  Purchased  For  Resale 
Total 

EOUlPHEilT  AM)    INTANGIBLE  ASSETS 
Equipment 
Intangible  Assets 
Total 

CAPITAL   OUTLAY 

Land  i  Interest  in  Land 

Buildings 

Other   Inprovementi 

Total 

LOCAL  ASSISTANCE 
From  State  Sources 
Fron  other  Incone  Sources 
Total 

BENEFITS  t  CLAIMS 
From  State  Sources 
lnsurar>ce  Payments 
Total 


8,519 
2.737 

1,499 
7.922 


OEPARTNENI   OF   AOMINISTSATION 
■trHFniJIF  OF   BUOCETED   P»IV;.«M  P»PENDII.J»FS  AND    TRANSFERS  OJT   BT  OBJECT  .NO  FUND    -   8U0CET   AND  ACTUAL 
'               FOR   THE    FISrAL    TEAR   ENDED   JUNE    30.    1998 

Archit«:tur.      Publication.     Information          General              Property  „,  !;;'l.!-™. 

Acco^tin,     (  Engineering     t  Graphic.             Service.             Services             I  S^ply  Purchasing     Oi.tr, but.or 

Proor».  Division  Division  DIvi.io"  ProaiJE.  Jureju.         ,  Program Bur»u_ 


Centralized        State 
Service.        Personnel 
Division  Oivi.lon 


1258,799        «    3i8.912 


i54.IK3 
3.827 
12.488 


29. 149 
5.845 
16.089 
18.546 
26.136 


t    493.850 
121.467 


43.595 
13,129 
23,884 
2,207 
63,227 

289,993 

4.099 

3.005.237 

3  445.373 


>  3.164,910 
69 

650.026 


307,053 
240,078 
4,324,633 
63.738 
792,376 
716 
427,350 
50.528 
190.217 


787.953 
80,029 
6.667 
61 
223,618 
943,750 
95.354 
16.893 


6.396.689  2.154.325 


>     285.235 

69.193 


25.247 
14.699 
21,210 
2,219 
61,517 
12,562 
15.633 
1,149 
2.356.277 
2.510.513 


43,404 
4,235 

25,685 
2,642 

15,012 


27,613 

1.302 
28.915 


893,512 
99 

20,900 


28,313  1,207,823 

4,619  16,116 

8,828  40,061 

71  20.483 

11.650  42,313 


Tort  Uorkers*  Bonds  and  Ta 

Claims      Ccrpensaticei    State  Tax        Anticipation 
Judge  Appeal  Board  Notes 


(253.966        >     136.945  S310.338      «      834,687        t 


60,413 
20,159 
U,164 
14.042 
112 
31,614 
8,272 
14.406 


10,580 
10.580 


4,950 
6,903 
13,404 
18,959 


1.729.797  70.356 


85,849 
28.051 
248.239 


18,172 
13,257 
23,643 
6,951 


»  7,678,058 

3,944 

85.899 

1.676.890 


9.444.791 

4.643.947 

469,745 

5.417.824 

162.986 

1.312.579 

957.140 

891.840 

149.219 

5.566.711 

19.571.991 

1        60,740    t 

479.680 

«    201.325 

2,022.087 
190.857 

60.740 

479.680 

201.325 

2.212.9a 

326,576 

850 

327.426 

8,309,123      1 

,.156.375 

2,894,062 

15.370.140 

30.057 

74 

70 

30.201 

8.665.756      < 

..156.449 

2.694.982 

15.727.767 

151.064 
216.681 
367.945 

20.343.665 
2.329.460 
22,673,125 

OTHER   FINANCING  USES/DEDUC- 
TIONS 
Loss  on  Debt  Extinguishment 
Total 


TRANSFERS 
Acco^^ting  Entity  Transfers 
Total 


Installment  Purchases 
Lease  Participation  Notes 
Total 

TOTAL  PROGRAM  EXPENDITURES 

GENERAL   FUND 
Budgeted 
Actual 
Unspent  Budget  Authority 

SPECIAL  REVENUE  FUND 
Budgeted 
Actual 
Unspent  Budget  Authority 


1255,747 
255.660 


CAPITAL  PROJECTS  FUND 
Budgeted 
Actual 
Unspent  Budget  Authority 

ENTERPRISE    FUND 
Budgeted 
Actual 
Unspent  Budget  Authority 

INTERNAL   SERVICE  FUND 
Budgeted 
Actual 
Unspent  Budget  Authority 

»  50,976 

50.974 

«            2 

$819,890 

808.194 
S  11.696 


7,581 

555,096 

1,654,272 

2.055.710 

4.272.659 


1439.248 

2. no 

SI. 114. 575 

tU2.408 

»417,902 
411.577 
«_6J25 

S22.762.885 

»5.3n.524 

S295.855 

$«U,94Z 
»    S.694 

t      937,855 

937.583 

S              272 

>  500.001 
229.150 

>  270.851 

S306.341 
295,855 
t  10.506 

This  .ch«ijl,  i,  pr,p.red  from  the  St.te.ide  Budgeting  a,^  Aceouiting  $y.t. 


S16,287,U2 
16.054.581 
»       232.861 

«3. 040. 176 
2.909.036 
S     131.140 

»2. 880. 192 
2.864.941 
«       15,251 

«1, 130,466 
1.114.575 
«       15,911 

»  30,964 

30.831 

t         133 

S  3 

.608.059 

S4, 364, 417 
4,352,454 
«        11.963 

t 

165,405 

165.072 

333 

S9.996.757 
5.144.374 
»4. 852, 363 

S574.022  S15.492.760 

m.359  13.538.598 

»132.663  «  1.954.162 


»  2.065.397      t  9,965,690 

623.408  3.221.950 

$  1.441,989       S  6.743.740 


»  1.260,000      »15, 296,355    $9,405,147 

1.249.999  5.964.342       4.714.063 

$  10.001        $  9.332.013     $4,691.084 


$5,282,964 

3.096.307 
$2.186.657 


2,504,439 
557,826 
1.914,615 
2.055.710 
7.032.590 


$19,349,842 
17.102.520 
$  2.247.322 


$14,693,223 

5.193.497 
$  9.499.726 


$31,863,739 

15.632.985 
$16.230.754 


$25,266,289 
21.660.230 
$  3.606,059 


$37,946,815 
32. 686!  838 
$  5,259.977 


Additional   infoi 


to  the  financial   schedules  on  pages  35  through  40. 


DEPARTMENT  OF  ADMINISTRATION 

SCHEDULE  OF  ADDITIONS  AND  REDUCTIONS 

TO  DEFERRED  COMPENSATION  PROGRAM  ASSETS 

FOR  THE  TWO  FISCAL  YEARS  ENDED  JUNE  30.  1989 


DEFERRED  COMPENSATION  ASSETS  AT 

JULY  1,  1987  $40.507.172 

ADDITIONS 
Fiscal  Year  1987-88: 
Cash  Received  from  Participants  6,378,309 

Investments  Held  for  Participants  (Net)  7,562,629 

Fiscal  Year  1988-89: 

Cash  Received  from  Participants  6,681,266 

Investments  Held  for  Participants  (Net)               9.067.309 

Total  Additions  29.689.513 

REDUCTIONS 
Fiscal  Year  1987-88: 
Cash  Invested  for  Participants  6,405,460 

Fiscal  Year  1988-89: 
Cash  Invested  for  Participants  6.632.971 

Total  Reductions  13.038.431 

DEFERRED  COMPENSATION  ASSETS  AT 

JUNE  30,  1989  $57.158.254 


This  schedule  is  prepared  from  the  Statewide  Budgeting  and  Account- 
ing System.  Additional  information  is  provided  in  the  notes  to  the 
financial  schedules  on  pages  35  through  40. 
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DEPARTMENT  OF  ADMINISTRATION 

SCHEDULE  OF  CHANGES  IN  FUND  BALANCE  FOR 

ARCHITECTURE  AND  ENGINEERING  CONSTRUCTION 

ADVANCES  ACCOUNT* 

FOR  THE  TWO  FISCAL  YEARS  ENDED  JUNE  30.  1989 


Fund  Balance:   July  1,  1987  $   (13.201) 

ADDITIONS: 

Fiscal  Year  1987-88 

Nonbudgeted  revenue  2,098,329 

Fiscal  Year  1988-89 

Nonbudgeted  revenue  3 . 123 .984 

Total  Additions  5.222.313 

REDUCTIONS : 

Fiscal  Year  1987-88 

Budgeted  expenditures  2,137,908 

Prior  year  expenditures  (100) 

Fiscal  Year  1988-89 

Budgeted  expenditure  3,071,220 

Prior  year  expenditures  84 

Total  Reductions  5.209.112 

Fund  Balance:   June  30,  1989  $ ^ 


This  entity  is  used  for  construction  moneys  from  other  agencies 
which  have  the  legal  authority  to  spend  the  money  but,  due  to 
the  size  and  nature  of  the  projects,  transferred  the  money  to 
Architecture  and  Engineering  Division.  This  schedule  does  not 
account  for  construction  moneys  appropriated  directly  to  the  Long 
Range  Building  Program. 


This  schedule  is  prepared  from  the  Statewide  Budgeting  and  Account- 
ing System.  Additional  information  is  provided  in  the  notes  to  the 
financial  schedules  on  pages  35  through  40. 
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DEPARTMENT  OF  ADMINISTRATION 

NOTES  TO  THE  FINANCIAL  SCHEDULES 

FOR  THE  TWO  FISCAL  YEARS  ENDED  JUNE  30.  1989 

1.  SUMMARY  OF  SIGNIFICANT  ACCOUNTING  POLICIES 

A.  Basis  of  Accounting 

The  Department  of  Administration  is  required  by  state  accounting  policy 
to  use  the  modified  accrual  basis  of  accounting  which  is  described  in  the  Montana 
Operations  Manual,  except  for  its  proprietary  funds  which  are  reported  on  the  full 
accrual  basis  of  accounting  as  required  by  state  policy. 

Under  the  modified  accrual  basis  of  accounting,  expenditures  are  recorded 
for  valid  obligations.    A  valid  obligation  exists  when  the  related  liability  is 
incurred.    In  addition,  the  following  items  are  also  considered  valid  obligations 
under  state  accounting  policy: 

If  the  appropriation  provided  funds  to  complete  a  given  project, 
the  entire  amount  of  a  service  contract  may  be  accrued  even 
though  the  services  are  rendered  in  a  fiscal  year  subsequent  to  the 
fiscal  year  in  which  the  expenditure  is  accrued. 

The  anticipated  cost  of  equipment  is  expensed  in  the  fiscal  year  in 
which  a  purchase  order  has  been  issued. 

Goods  ordered,  but  not  received  as  of  the  fiscal  year-end,  may  be 
accrued  if  the  purchase  order  was  issued  prior  to  fiscal  year-end. 

Obligations  for  employees'  vested  annual  leave  and  sick  leave  are 
recorded  as  expenditures  when  paid. 

Revenues  are  recorded  when  received  in  cash  unless  susceptible  to  accrual. 
Revenues  are  susceptible  to  accrual  if: 

1.  They  are  measurable  and  available  to  finance  expenditures  of  the 
fiscal  period;  or 

2.  Are  material  in  amount  and  are  not  received  at  the  normal  time  of 
receipt. 

The  Department  of  Administration  uses  the  accrual  basis  of  accounting  for 
Proprietary  Funds.    Under  the  accrual  basis  of  accounting,  revenues  are 
recognized  in  the  accounting  period  in  which  they  are  earned  and  become 
measurable;  expenses  are  recognized  in  the  period  incurred  (if  measurable). 
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B.  Basis  of  Presentation 

The  financial  schedules  for  the  Department  of  Administration  (which 
exclude  the  Public  Employees'  and  Teachers'  Retirement  Divisions)  were  prepared 
from  the  Statewide  Budgeting  and  Accounting  System  (SBAS)  without 
adjustments.   Accounts  are  organized  on  the  basis  of  funds  according  to  state  law. 
The  following  fund  categories  are  used  by  the  department 

Governmental  Fund  Category 

General  -  accounts  for  all  financial  resources  except  those  required 
to  be  accounted  for  in  another  fund. 

Special  Revenue  -  accounts  for  the  proceeds  of  specific  revenue 
sources  that  are  legally  restricted  to  expenditures  for  specified 
purposes.   Legislative  appropriations  are  required  to  spend  from 
this  fund  type.   This  activity  includes  architecture  and  engineering 
construction,  airport  loans,  911  program,  workers'  compensation 
court,  oil  overcharge  money,  and  various  benefit  programs  (i.e. 
crime  victims  benefits  and  battered  spouse). 

Debt  Service  -  accounts  for  the  accumulation  of  resources  for  the 
payment  of  general  long-term  debt  principal  and  interest.   The 
department  uses  this  fund  type  to  account  for  bond  payments  for 
the  1985A  and  1983B  Bonds. 

Capital  Projects  -  accounts  for  the  financial  resources  to  be  used 
for  acquisition  or  construction  of  major  capital  facilities. 

Proprietary  Fund  Category 

Enterprise  -  accounts  for  employee  group  benefit  operations  that 
are  financed  and  operated  in  a  manner  similar  to  private  business 
enterprises  where  the  intent  of  the  legislature  is  that  costs  are  to  be 
financed  or  recovered  primarily  through  user  charges. 

Internal  Service  -  to  account  for  the  financing  of  goods  or  services 
provided  by  the  department  to  other  divisions  or  agencies  of  state 
government  or  to  other  governmental  entities  on  a  cost  reimbursed 
basis,  such  as  printing,  data  processing,  telecommunication, 
cleaning,  maintenance,  mail  distribution,  and  insurance  services. 

Fiduciary  Fund  Category 

Agency  -  accounts  for  assets  held  by  the  department  as  an  agent 
for  individuals,  private  organizations,  other  governments,  or  other 
funds,  such  as  deferred  compensation  contributions  and 
investments,  and  construction  advances.   A  legislative  appropriation 
is  not  required  to  spend  from  these  funds. 
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2.  GENERAL  FUND  BALANCE 

The  General  Fund  is  a  statewide  fund.    Agencies  do  not  have  a  separate 
General  Fund  since  their  only  authority  is  to  pay  obligations  from  the  statewide 
General  Fund  as  long  as  they  stay  within  their  appropriation  limits.   Thus,  on  an 
agency  schedule,  the  beginning  and  ending  fund  balance  is  always  zero  for  the 
General  Fund. 

3.  COMPENSATORY  LEAVE 

Employees  at  the  department  accumulate  both  annual  and  sick  leave. 
Nonexempt  employees  accumulate  compensatory  leave  covered  by  the  Fair  Labor 
Standards  Act.   Employees  are  paid  for  100  percent  of  unused  annual  leave, 
25  percent  of  unused  sick  leave,  and  100  percent  of  unused  Fair  Labor  Standards 
Act  leave  credits  upon  termination.    Accumulated  unpaid  liabilities  for  annual, 
sick  leave,  and  compensatory  time  are  not  reflected  in  the  financial  schedules  of 
the  Department  of  Administration.   Expenditures  for  termination  pay  currently 
are  absorbed  in  the  annual  operational  costs  of  the  department.    At  June  30,  1989, 
the  department  had  a  liability  of  $559,138  for  vacation  leave,  $269,272  for  sick 
leave,  and  $1 1,869  for  Fair  Labor  Standards  Act  leave. 

4.  PUBLIC  EMPLOYEES'  RETIREMENT  SYSTEM 

Department  employees  are  covered  by  the  Montana  Public  Employees' 
Retirement  System  (PERS).   The  department's  contribution  to  PERS  was  $501,758 
in  fiscal  year  1987-88  and  $475,875  in  fiscal  year  1988-89. 

5.  DEBT  DISCLOSURE 

The  department's  long-term  debt  at  June  30,  1989,  consisted  of  the 

following: 

General  Obligation  Bonds  $78,875,000 

Telecommunications  Lease 
Purchase  Certificate  5,935,000 

SRS  Lease  Purchase  Agreement  955.000 

Total  $85.765.000 

The  department  also  issued  $42,000,000  of  Tax  and  Revenue  anticipation 
notes  (TRANS)  in  July  1987  and  $14,000,000  of  TRANS  in  November  1987. 
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6.  SELF-INSURANCE  FUNDS 

The  department  maintains  several  self- insurance  plans.   A  brief  descrip- 
tion of  each  plan  and  the  method  of  recording  transactions  are  discussed  below. 

Group  Employee  Comprehensive  Medical  and  Dental  Plan  -  This  plan  is 
fully  self-insured,  with  the  State  assuming  all  the  risk  for  claims  incurred 
by  employees  of  the  State,  elected  officials,  retirees  and  their  dependents, 
except  for  organ  transplants  which  have  been  reinsured  with  Blue  Cross 
and  Blue  Shield  of  Montana  which  also  administers  the  plan  under  con- 
tract.  There  is  no  third  party  coverage. 

Premiums  are  collected  through  payroll  deductions,  deductions  through  the 
Public  Employees'  Retirement  System  and  self-payment  and  are  recorded 
as  revenue  in  the  Employees'  Group  Benefits  Enterprise  Fund.   In  July 
1989,  incurred,  but  not  reported,  claims  were  estimated  by  Marvin  E.  Segal 
Company,  a  consulting  actuarial  firm,  to  be  $4,361,035.    A  liability  has 
been  recorded  in  the  department's  records  for  these  estimated  claims. 

Property  Insurance  Plans  -  This  self-insurance  plan  provides  coverage  for 
general  liability,  automobile  liability,  automobile  physical  damage,  retail 
liquor  stores  inventory,  and  inland  marine.   The  State  self  insures  the 
$150,000  deductible  per  occurrence  for  property  insurance.   The  third 
party  pays  the  next  $50  million  per  occurrence.   Premiums  are  collected 
from  all  State  agencies  including  higher  education  units  and  recorded  as 
revenue  in  the  Administration  Insurance  Internal  Service  Fund.   The  most 
recent  actuarial  report,  prepared  by  Coopers  &  Lybrand  and  issued  for  the 
accident  period  7/1/77-6/30/88,  estimated  that  the  present  fund  balance 
reserve  is  insufficient  by  $21.3  million. 


7.  FIXED  ASSETS 

The  department  is  responsible  for  recording  land,  buildings,  and  construc- 
tion work  in  progress  for  all  state  agencies  except  as  noted  below: 

Higher  Education  Units  Department  of  Highways 

Full  Accrual  Funds  Workers'  Compensation  Division 

Expendable  Trust  Funds  Department  of  Fish,  Wildlife  and    Parks 

Institutions  Unemployment  Insurance  Division 

Department  of  State  Lands  School  for  the  Deaf  and  Blind 

Department  of  Military  Affairs  Fire  Services  Training  School 

The  department  also  does  not  record  property  located  outside  of  Helena  but  owned 
by  agencies  located  in  Helena.     The  department's  fixed  asset  balances  at  July  1, 
1987,  and  June  30,  1989,  and  the  net  changes  in  these  balances  are  shown  below: 
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202,879 

$32,684,776 

(36,600) 

2,A90,669 

212,251 

2,217,653 

139,199 

6A6,905 

-0- 

7A.000 

Schedule  of  Changes  in  Fixed  Assets 

Balance  at  Net  Changes  Balance  at 

7/1/87  In  Balances  6/30/89 
Enterprise  Fund 

Equipment                           $    12,865  $    8,876  $    21,7-V1 
Less  AccuTulated 

Depreciation                          (2.73A)         (4.880)  (7.6U) 

Net  Fixed  Assets                  t         10.131  $    3.996  t    U.127 

Internal  Service  Fund 
Equipment  $18,220,055       $7,393,108*   $25,613,163 

Less  AccLinulated 

Depreciation  (8.742.239)       3.714.172    (12.456.411) 

Net  Fixed  Assets  $  9.477.816      $3.678.936    $13.156.752 

General  Fixed  Assets  Account  Group 
Buildings  end  Other 

Improvements  $32,481,897 

Land  2,527,269 

Construction  In  Progress  2,005,402 

Equipment  507,706 

Huseun  74 . 000       

Total  $37.596.274       $  517.729    $38.114.003 

•The  majority  of  this  increase  was  for  the  purchase  of  a  new  mainframe  computer  at 
the  Information  Services  Division  and  a  new  telephone  system  at  the  Telecommunica- 
tions Bureau. 


8.  CONTINGENCIES 

The  state  is  a  defendant  in  numerous  lawsuits  involving  tort  claims  which 
are  either  covered  under  the  state's  self- insurance  plan  or  by  private  insurance. 
Department  personnel  stated  that  as  of  December  20,  1989,  there  are  287  cases 
pending  and  indicated  that  the  fund  equity  balance  in  the  self-insurance  fund  as 
of  November  30,  1989,  was  approximately  $7.1  million. 

9.  REVENUE  ESTIMATES 

A.  In  fiscal  year  1988-89,  the  department  was  unable  to  estimate  the 
amount  of  oil  overcharge  revenue  that  it  would  receive  from  the 
federal  government.   It  was  necessary  for  the  department  to  esti- 
mate a  minimal  amount  in  order  to  budget  for  the  receipt  of  this 
revenue. 

B.  In  the  capital  projects  fund,  the  revenue  estimates  exceed  the  reve- 
nue collections.   Most  of  these  revenue  estimates  are  continuing 
estimates  that  are  set  for  each  project  not  each  year. 

10.  TRANSFERS 

The  transfers  under  Bonds  &  Tax  Anticipation  Notes  are  for  the  principal 
and  interest  payments  for  the  1983A  and  I983B  bond  series.   The  transfers  under 
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Tort  Claims  are  transfers  from  the  self- insurance  fund  to  the  insurance  premium 
operating  fund  to  pay  for  outside  legal  counsel. 

11.  CASH  TRANSFERS 

The  "cash  transfers  in"  recorded  in  the  debt  service  fund  represent  a 
statutory  percentage  of  collections  from  income  tax  and  corporate  license  and 
income  taxes  by  the  Department  of  Revenue. 

12.  DIRECT  ENTRIES  TO  FUND  BALANCE 

The  significant  portions  of  direct  entries  to  fund  balance  in  the  General 
Fund,  Special  Revenue  Fund,  and  Internal  Service  Fund  consist  of  the  following: 

A.  A  transfer  to  the  General  Fund  from  the  Legislative  Council  as 
required  in  House  Bill  2,  Laws  of  1987. 

B.  Transfers  of  oil  overcharge  moneys  from  the  Department  of 
Administration  to  various  other  agencies  as  authorized  by  the 
legislature  in  House  Bill  621,  Laws  of  1987. 

C.  Inventory  adjustments  to  property  and  supply  in  accordance  with 
state  accounting  policy. 

D.  Residual  Equity  Transfers  closing  out  certain  special  revenue  funds 
in  accordance  with  Chapter  351,  Laws  of  1989. 

13.  SUBSEQUENT  EVENTS 

The  state  issued  $3,540,000  in  General  Obligation  Long-Range  Building 
Program  Bonds  in  October  1989  for  building  construction. 
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DEPARTMENT  OF  ADMINISTRATION 

DIRECTOR'S  OFHCE 


STAN  STEPHENS    GOVERNOR 


STATE  OF  MONTANA 


(406)  444  2032 


RECEIVED 

FEB  0  8  1990 
Hoitana  LEKlslative  Audilcr 

MITCHELL  BUILDING 


HFLENA    MONTANA  S9620 


February  7,  199  0 


Mr.  Scott  Seacat,  Legislative  Auditor 
Office  of  the  Legislative  Auditor 
State  Capitol 
Helena,  MT   59620 

Dear  Scott: 

We  have  reviewed  the  recommendations  pertaining  to  the  Financial- 
Compliance  Audit  of  the  Department  of  Administration  for  the  two 
fiscal  years  ended  June  30,  1989.  Our  response  to  each 
recommendation  follows: 

Recommendation  #1 

WE  RECOMMEND  THE  DEPARTMENT  MAINTAIN  ADEQUATE  CONTROLS  OVER  CASH 
COLLECTIONS  AND  PROPERTY  DURING  PROPERTY  AND  SUPPLY  BUREAU  SALES. 

Response 

We  concur.  The  Property  and  Supply  Bureau  has  implemented  the 
necessary  procedures  to  assure  adequate  controls  over  cash 
collections  during  their  sales. 

Recommendation  #2 

WE  RECOMMEND  THE  DEPARTMENT  COMPLY  WITH  STATE  LAW  AND  POLICY  TO 
ENSURE  TIMELY  DEPOSITS  OF  CASH  COLLECTIONS. 

Response 

We  concur.  The  Personnel  Division  has  already  implemented 
procedures  to  comply  with  this  audit  recommendation. 

Recommendation  #3 

WE  RECOMMEND  THE  DEPARTMENT  INCLUDE  IN  ITS  DOCUMENT  PREPARATION 
AND  REVIEW  PROCESS,  PROCEDURES  TO  ENSURE  ADEQUATE  WRITTEN  SUPPORT 
DOCUMENTATION  EXISTS. 
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Response 

We  concur.  The  Department  has  implemented  procedures  to  ensure 
adequate  written  support  documentation  is  attached  to  all  SBAS 
documents. 

Recommendation  #4 

WE  RECOMMEND  THE  DEPARTMENT  ESTABLISH  STATE  ACCOUNTING  POLICY  FOR 
CONSISTENT  RECORDING  OF  REVENUES  AND  EXPENDITURES  RELATED  TO 
CAPITAL  PROJECTS  APPROPRIATED  TO  ARCHITECTURE  AND  ENGINEERING  BUT 
FUNDED  FROM  OTHER  AGENCIES'  CASH  SOURCES. 

Response 

We  concur.  The  Accounting  Division  will  establish  a  policy  related 
to  accounting  for  capital  projects  by  June  1,  1990. 

Recommendation  #5 

WE  RECOMMEND  THE  DEPARTMENT  IMPROVE  REVIEW  PROCEDURES  AND  ENSURE 
EACH  OBJECT  OF  REVENUE  IS  ASSIGNED  TO  THE  APPROPRIATE  STATEWIDE 
REVENUE  CLASSIFICATION. 

Response 

We  concur.  The  Department  has  corrected  misclassif ied  objects  of 
revenue,  and  the  Centralized  Services  Division  will  begin  reviewing 
requests  for  new  objects  of  revenue  department-wide  to  ensure 
proper  classification. 

Recommendation  #6 

WE  RECOMMEND  THE  DEPARTMENT  PROVIDE  ADDITIONAL  CENTRAL  ACCOUNTING 
AND  FINANCIAL  MANAGEMENT  DIRECTION  TO  USER  AGENCIES  THROUGH 
TRAINING  PROGRAMS. 

Response 

Conditionally  concur.  The  Accounting  Division  recently  solicited 
comments  from  agencies  regarding  their  accounting  training  needs. 
In  response  to  these  comments,  the  Accounting  Division  plans  to 
take  the  following  actions  in  the  training  area: 

1.  Pursue  the  need  for  a  new  training  course  that  instructs 
agency  accountants  on  how  to  utilize  the  SBAS  reports  as  a 
control  and  evaluation  tool. 

2.  Work  with  the  Professional  Development  Center  to  develop  a 
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more  timely  distribution  of  course  announcements  and  to 
improve  the  course  descriptions  provided  in  the  announcements. 

3.  Attempt  to  assist  agencies  in  identifying  other  training 
sources  for  non-accounting  related  needs. 

4.  Contact  agencies  receiving  accounting  related  audit  exceptions 
to  determine  if  the  Division  can  provide  training  that  will 
assist  them  in  resolving  the  problem (s) . 

Based  on  the  comments  we  received  from  those  agencies  responding 
to  our  questionnaire,  we  feel  that  the  current  training  program 
offered  by  the  Accounting  Division,  improved  by  the  above  mentioned 
actions,  will  adequately  meet  the  needs  of  State  agencies.  The 
Accounting  Division  does  not  have  the  staff  or  funding  available 
to  provide  or  coordinate  a  training  program  more  extensive  or 
comprehensive  than  what  is  currently  offered. 

Recommendation  #7 

WE  RECOMMEND  THE  DEPARTMENT  COMPLY  WITH  DEPARTMENT  RULES  AND  STATE 
POLICY,  OR  SEEK  MODIFICATION  OF  THESE  PROVISIONS. 

Response 

We  concur.  This  Department  is  in  the  process  of  modifying  the 
provisions  of  Administrative  Rules  of  Montana  (ARM)  section 
2.5.202. 

Recommendation  #8 

WE  RECOMMEND  THE  DEPARTMENT  COMPLY  WITH  THE  BOND  INDENTURE  AND  MAKE 
REQUIRED  DEPOSITS  IN  THE  DEBT  SERVICE  ACCOUNT  BY  THE  2  5TH  OF  EACH 
MONTH . 

Response 

We  concur.  This  recommendation  was  implemented  by  allowing  Western 
Montana  College  to  make  the  debt  service  payments  directly,  instead 
of  passing  through  the  Architecture  &  Engineering  Division. 

Recommendation  #9 

WE  RECOMMEND  THE  DEPARTMENT: 

A.    FINALIZE  A  TELECOMMUNICATION  DISASTER  RECOVERY  PLAN. 
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B.  PROVIDE  ADEQUATE  PHYSICAL  SECURITY  OVER  TELECOMMUNICATIONS 
EQUIPMENT. 

Response 

A.  We  concur.  The  Information  Services  Division  completed  its 
draft  of  a  disaster  plan  in  November,  1989.  This  plan  is  a 
beginning  for  addressing  recovery  from  disasters.  Disaster 
teams  and  agreements  with  telecommunications  vendors  are  being 
negotiated  to  improve  our  ability  to  respond  in  the  event  of 
a  major  disaster.  However,  because  foolproof  disaster 
recovery  entails  very  costly  redundant  equipment  and 
circuitry,  we  believe  investments  in  prevention  against 
disasters  is  more  cost  effective. 

B.  We  concur.  The  best  method  to  provide  security  for 
telecommunications  equipment  is  to  build  a  secured  building 
to  house  all  of  the  division's  telecommunications  and 
computing  facilities.  A  structure  of  this  type  would  provide 
controlled  access  to  our  major  systems,  proper  earthquake 
protection,  improved  fire  protection,  and  would  eliminate  the 
risk  of  disaster  from  water  (our  most  likely  cause  of  a  major 
disaster) .  A  budget  request  for  a  new  facility  of  this  type 
will  be  considered.  The  Department  has  already  taken  actions 
to  improve  the  security  of  the  current  facility,  such  as 
replacing  hollow  core  doors  with  steel  cased  doors,  as  an 
interim  measure. 

Recommendation  #10 

WE  RECOMMEND  THE  DEPARTMENT  LOG  AND  MONITOR  PROGRAMMER  ACCESS  TO 
SBAS  DATA  FILES. 

Response 

We  concur.  The  Accounting  Division  has  implemented  a  programmer 
access  log  review  process. 

Recommendation  #11 

WE  RECOMMEND  THE  DEPARTMENT  ESTABLISH  CONTROLS  TO  ENSURE 
INFORMATION  SUBMITTED  THROUGH  ON-LINE  ENTRY  AND  EDIT  TO  THE  STATE'S 
ACCOUNTING  SYSTEM  IS  PROCESSED. 

Response 

We  Concur.  The  Accounting  Division  has  implemented  control 
procedures  to  ensure  information  entered  into  SBAS  is  processed. 
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Recoinmendat  ion  #12 

WE  RECOMMEND  THE  DEPARTMENT  DEVELOP  A  REPORT  WHICH  DOCUMENTS  THE 
AGENCY  AND  USER  CONTROL  STANDARDS  INPUT  TO  THE  ON-LINE  ENTRY  AND 
EDIT  SYSTEM. 

Response 

We  concur.  The  Department  will  develop  a  report  as  recommended  by 
July  1,  1990. 

Thank  you  for  the  opportunity  to  respond  to  your  report 
recommendations  and  for  the  professional  manner  in  which  your  staff 
conducted  the  audit. 

Sincerely, 


Dave  Ashley     (j 
Acting  Director 
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